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I nter-domain ASM
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MBGP

• Mult iprotocol extensions to BGP

• MBGP overview

• MBGP capabil i ty negot iat ion

• Mult icast  Reachabi l i ty
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MBGP Overview

• MBGP: Mult iprotocol BGP
(aka mult icast  BGP in mult icast  networks)
– Makes i t  possible for  mult icast  rout ing pol icies to di ffer  

from unicast  rout ing pol icies
– Defined in RFC 2283 (extensions to BGP)
– Can carry di fferent  route types for  di fferent  purposes

• Unicast
• Mult icast

– Both route types car r ied in same BGP session
– Does not  propagate mult icast  state informat ion
– Same path select ion and val idat ion rules

•  AS-Path, LocalPref, MED, …
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MBGP

• Tag unicast  prefixes as mult icast  source prefixes for  
int ra-domain mcast  rout ing protocols to do RPF checks.

• WHY?  Allows for  inter -domain RPF checking where 
unicast  and mult icast  paths are non-congruent.

• DO I  REALLY NEED IT? 
– YES, i f:

• ISP to ISP peer ing

• Mult iple-homed networks

– NO, i f:
• You are single-homed
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New mult iprotocol at t r ibutes

• MP_REACH_NLRI  and MP_UNREACH_NLRI
– Address Family I nformat ion (AFI ) = 1 (IPv4)

• Sub-AFI  = 1 (NLRI  is used for  unicast  forwarding)
• Sub-AFI  = 2 (NLRI  is used for  mult icast  RPF 

check and MSDP peer-RPF check)
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MBGP — Capabil i ty Negot iat ion
• BGP routers establ ish BGP sessions through the OPEN message
• OPEN message contains  opt ional parameters
• BGP session is terminated i f OPEN parameters are not  recognised
• New parameter : CAPABI LITIES

• Mult iprotocol extension
• Mult iple routes for  same dest inat ion

• Configures router  to negot iate ei ther  or  both NLRI
– I f neighbor  configures both or  subset , common NLRI  is used in 

both direct ions
– I f there is no match, not i ficat ion is sent  and peer ing doesn’t  

come up
– I f neighbor  doesn’t  include the capabi l i ty parameters in open, 

session backs off and reopens with no capabi l i ty parameters
• Peer ing comes up in unicast-only mode
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RIB Groups and JUNOS
• In JUNOS, a rout ing table is cal led a RIB (Rout ing 

Informat ion Base)
• Different  RIBs are used for  di fferent  funct ions

– inet .0 - IPv4 unicast  routes
– inet .1 - IPv4 mult icast  forwarding cache 

(incoming/outgoing inter face l ists)
– inet .2 - IPv4 mult icast  RPF table
– inet .3 - MPLS next -hops for  BGP resolut ion
– inet .4 - MSDP SAs
– inet6.0 - IPv6 unicast  routes, etc.

• RIB group configurat ion is very powerful , but  not  
very intuit ive
– You can do anything i f you can figure out  how!



Engineering Workshops

8

Mult icast  RPF Table
• By default , PIM and MSDP use inet .0 for  

RPF lookups
• To use a dedicated RPF table 

– populate inet .2 

– configure PIM and MSDP to use inet .2

• RPF table contains only unicast  routes
– Used for  RPF checks for  source or  RP 

address

– Never contains mult icast  groups!
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Create RIB Groups
• Create RIB groups, and put  in stat ic, connected and OSPF routes
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MBGP
• By default , any routes with SAFI=2 wi l l  be 

put  into inet .2
• Just  need to configure the BGP sessions to 

suppor t  mult icast  NLRI
• Can be appl ied to al l  peers, or  individual 

peers
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PIM and MSDP
• Final ly, tel l  PIM and MSDP to use inet .2 

when they do RPF checks
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Cisco IOS Mult icast  Reachabil i ty
• Unicast  forwarding never  uses the AF=Mult icast  

reachabi l i t y topology
• PIM uses both the AF=Unicast  and the 

AF=Mult icast  topologies
– Use I

JLK

M

NLO

PO

Q

 t o see what ’s real ly going on

– R

SLT

U

VLW

X

YLZ

W  lets you see some 
AF=Mult icast  routes
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Cisco IOS Mult icast  Reachabil i ty

• Distance-preferred lookups (default )
– Every route has an “administ rat ive distance”
– “Best  match” is the route with the lowest  administ rat ive 

distance, regardless of Address Fami ly

• Longest-prefix match (hidden command opt ion)
– Top-level configurat ion: 

[]\

^
_

`ba []c

de

a

`]f

gh i e

a

j

^ d

a

c

k

– Best  match is the most  specific route in ei ther  the 
AF=Mult icast  or  AF=Unicast  tables.

• Ties between AF=Mult icast  and AF=Unicast  routes
– Broken in favor  of the AF=Mult icast  route
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Cisco IOS Mult icast  Reachabil i ty

Example 1: 
• 140.221.201.0/24     AF=Mult icast      AD=20 

l

 Ethernet  0/0
140.221.201.128/27     AF=Unicast      AD=200 

m

 Ethernet  0/1
• Distance-Preferred Lookup of 140.221.201.129

– Administ rat ive Distance of 20 dominates, so n

o]p

q

r]s

ts

u

v
w

xzy { { v

y

{ x v

y

v {|

 wi l l  select  Ethernet  0/0

• Longest-prefix Match Lookup of 140.221.201.129
– Longest  prefix of /27 dominates, so }

~]•

€

•]‚

ƒ‚

„

…
†

‡zˆ

‰ ‰ …

ˆ

‰ ‡ …

ˆ

… ‰Š

 wi l l  select  Ethernet  0/1
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Cisco IOS Mult icast  Reachabil i ty

Example 2: 
•140.221.201.0/24     AF=Mult icast      AD=200 

‹

 Ethernet  0/0
  140.221.201.0/24     AF=Unicast      AD=200 

Œ

 Ser ial 0/0
• Ties are broken in favor  of the AF=Mult icast  route

– •

Ž••

‘

’•“

”“

•

–
—

˜š™ › › –

™

› ˜ –

™

–œ –

 wi l l  select  
Ethernet  0/0

Note that  the default  in IOS is to make the 
unicast  AD and mult icast  AD equal, as in this 
example.
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MBGP — Summary

• Solves par t  of inter-domain problem

– Can exchange unicast  prefixes for  mult icast  RPF checks

– Uses standard BGP configurat ion knobs

– Permits separate unicast  and mult icast  topologies 

if desired

• St i l l  must  use PIM to:

– Bui ld dist r ibut ion t rees

– Actual ly forward mult icast  t raffic



Engineering Workshops

17

Lab 4: MBGP &  Inter -
domain SSM  
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I nter-domain ASM and MSDP
• A PIM domain is a network in which al l  routers use 

the same RP for any given mult icast  group. 
• I nter -domain SSM is easy. Because you know the IP 

address of the source, you can issue PIM joins that  
leave your  PIM domain and t ravel  hop by hop across 
as many PI M domains as necessary.

• I nter -domain ASM requires another  protocol: 
M ul t i cast  Sour ce D i scover y  Pr ot ocol  (M SDP).
– Why? Because the receiver  is rest r icted to sending only 

(* ,G) joins to i ts RP.  And i ts RP doesn’t  know where the 
source is, because the source is registered to a di fferent  
RP. MSDP is needed for  the receiver 's RP to find the 
(S,G).

– Official ly, MSDP is a temporary solut ion. We shal l  see.
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MSDP
• MSDP sets up peer ing between RPs in different  

domains.
– RFC 3618

• These MSDP Peer RPs pass Source Act ive (SA) 
messages for every (S,G) they know about .

• The receiver ’s RP thus knows about the source, and 
can implement  a direct  (S,G) Join from the RP to the 
source.
– This sets up an SPT to the local RP.
– Then the rout ing can switch over  to a direct  SPT to the 

receiver in the usual fashion.
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MSDP Operat ion — Flood &  Join

• Flood
– SA (source act ive) packets per iodical ly sent  to MSDP 

peers indicat ing:
• source address of act ive st reams
• group address of act ive st reams
• IP address of RP or iginat ing the SA

– RPs only or iginate SAs for  your  sources within your  
domain

• Join
– Interested par t ies can send joins towards source 

(this creates inter -domain shor test  path t rees)



Engineering Workshops

21

MSDP Source Act ive Messages

• Ini t ial SA message sent  when source DR first  registers
– May opt ional ly encapsulate fi rst  data packet

• Suppor ts SAP / SDR
– Should be t reated as i f i t  was a PIM register  packet

• Or iginat ing RP sends subsequent  SA messages every 60 
seconds, for as long as source remains act ive

• Other  MSDP peers don’t  or iginate this SA but  only 
forward i t  i f received

• SA messages must  be cached on router
– Recent  change to Draft
– Reduces join latency for  new group members that  might  join 
– Prevents SA storm propagat ion
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MSDP Overview

•
ž Ÿ

 ¡ ¡ ¢£  

¤¥¦¨§ ¤

§

¤

§

¤¨©¦ ¦

ª

§

¦¨§ ¦¨§ ¦

«­¬

®̄

°²±

³

«
¬ ®̄

°²±

´

«
¬ ®¯

°
±

«

«­¬

®̄

°²±

µ

¶
·

¶
·

¶
·

¶
·

¶
·

¶
·

¶¹¸
º

»¼½

·

¼

¾

¿bÀ

½

Á

½ Â ÂÃÄ ½ Â

¶
·

Å­Æ

ÇÈ

É²Ê

Ë

Ì
Í Î

ÏÐ Ð ÑÒ Ï

ÓÔÕ¨Ö

Ó

Ö

Ó

Ö

Ó¨×
Õ Õ

Ø

Ö

Õ¨Ö

Õ¨Ö

Õ

Ù

Ú
Û

ÜÞÝ

ß
àâá

ã ã
äâå

ã

å

ã

å

ã

æ

ç

è
éê ê

ë ëìí

îê

îê

îê

îê

ï

ðñ

ð
òó

ôÞõ

ö

ò÷

øùú¨û ø

û

ø

û

ø¨üú ú

ý

û

ú¨û ú¨û ú



Engineering Workshops

23

MSDP Overview
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MSDP Peers (inter -domain case)
• MSDP establishes a neighbor relat ionship between MSDP 

peers
– Peers connect  using TCP por t  639
– Peers send keepalives every 60 secs (fixed)
– Peer  connect ion reset  after  75 seconds i f no MSDP 

packets or  keepalives are received
• MSDP peers must  have knowledge of mult icast  topology.

– May be an MBGP peer , a BGP peer or  both
– Required for  peer-RPF checking of the RP address in the 

SA to prevent  SA looping. Note that this is not the same 
thing as the mul ti cast routing RPF check.

– Except ion: BGP is unnecessary when peer ing with only 
a single MSDP peer (default -peer)
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MSDP so far

• Allows RPs to share informat ion about  which sources 
in their  domains are act ive sending.

• Interconnects RPs (MSDP Peers) between domains, 
using TCP connect ions to pass source act ive messages 
(SAs).

• SAs are Peer -RPF checked before accept ing or  
forwarding. 

• RPs may t r igger  (S,G) Joins on behalf of local 
receivers.

• MSDP connect ions typical ly paral lel MBGP 
connect ions.

• Next : Peer-RPF checking in detai l . This is complex.
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MSDP RPF Rules

1. The MSDP peer  sending the SA is the or iginat ing RP
2. The MSDP peer  sending the SA is the eBGP next  hop for  

the or iginat ing RP
3. The MSDP peer  sending the SA is the iBGP advert iser  for  

the or iginat ing RP
4. The MSDP peer  sending the SA is in the same AS as the 

next  hop for  the or iginat ing RP
5. The MSDP peer  sending the SA is stat ical ly configured to 

be the RPF peer

I f any of the fol lowing tests pass, the SA is 
accepted.  For  any given (S,G), there can be one 
or  more accepted SAs in the SA cache.
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Receiving SA Messages

• RPF Check rule example cases

– Case 1: Sending MSDP Peer = iMBGP peer

– Case 2: Sending MSDP Peer = eMBGP peer

• Is best  path to RP via this MBGP peer?

– Case 3: Sending MSDP Peer != BGP peer

• Is the next  AS in best  path to RP = AS of the 

sending MSDP peer?
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MSDP debug

• The only way to check why an MSDP SA is/isn’t  
accepted is to turn on MSDP debug pr intout . I f 
you do this, watch out ! Lots of messages wil l  
fol low! I t  may ki l l  your  router .

• See current  MSDP Internet  Draft  for  detai ls.
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MSDP Applicat ion: Anycast-RP
• MSDP used int ra-domain to provide RP redundancy
• Becoming best  common pract ice for  large networks
• Speci fied in RFC 3446
• Allows deployment  of mult iple RPs within a domain (for  

the same group range)
• Adding more RPs does not  require changes to non-RP 

routers
• Sources and receivers use closest  RP, as determined by 

the IGP
• RPs share informat ion about  sources via MSDP mesh 

group
• Note: MSDP peer ing uses normal address, not

Anycast -RP address
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MSDP Applicat ion: Anycast-RP

• Rules are fair ly simple
– Have e-MSDP peers and i-MSDP peers, similar  to BGP

• I f a mesh group member or iginates a SA message
– Send to al l  i -MSDP peers and any e-MSDP peers

• I f a mesh group member receives a SA message from an 
i-MSDP peer
– Send to any e-MSDP peers
– Do NOT send to other  i -MSDP peers

• I f a mesh group member received a SA message from an 
e-MSDP peer
– Check RPF — if passes, then
– Flood to al l  i -MSDP peers and any other  e-MSDP 

peers.






