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MBGP Overview

MBGP: Multiprotocol BGP
(aka multicast BGP in multicast networks)

— Makes it possible for multicast routing policies to differ
from unicast routing policies

— Defined in RFC 2283 (extensions to BGP)

— Can carry different route types for different purposes
e Unicast
 Multicast

— Both route types carried in same BGP session
— Does not propagate multicast state information

— Same path selection and validation rules
« AS-Path, LocalPref, MED, ...
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MBGP

Tag unicast prefixes as multicast source prefixes for
Intra-domain mcast routing protocols to do RPF checks.

WHY? Allows for inter-domain RPF checking where
unicast and multicast paths are non-congruent.
DOl REALLY NEEDIT?
— YES, if:
 [SPto ISP peering
 Multiple-homed networks
— NO, if:
 You are single-homed
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New multiprotocol attributes

« MP_REACH NLRI and MP_UNREACH _NLRI
— Address Family Information (AFI) =1 (IPv4)
 Sub-AFI =1 (NLRI isused for unicast forwarding)

 Sub-AFl =2 (NLRI is used for multicast RPF
check and M SDP peer-RPF check)
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MBGP — Capability Negotiation

BGP routers establish BGP sessions through the OPEN message
OPEN message contains optional parameters
BGP session isterminated if OPEN parameters are not recognised
New parameter: CAPABILITIES

e Multiprotocol extension

 Multiple routes for same destination
Configures router to negotiate either or both NLRI

— If neighbor configures both or subset, common NLRI is used in
both directions

— If thereis nomatch, notification is sent and peering doesn’t
come up

— If neighbor doesn’t include the capability parameters in open,
session backs off and reopens with no capability parameters

 Peering comes up in unicast-only mode
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RIB Groups and JUNOS

 In JUNQS, aroutingtableiscalled a RIB (Routing
Information Base)

 Different RIBs are used for different functions
— 1net.0 - IPv4 unicast routes

— inet.1 - IPv4 multicast forwarding cache
(incoming/outgoing interface lists)

— inet.2 - IPv4 multicast RPF table
— inet.3 - MPL S next-hops for BGP resolution
— inet.4 - MSDP SAs
— Inet6.0 - I Pv6 unicast routes, etc.
 RIB group configuration is very powerful, but not
very intuitive
— You can do anything if you can figure out how!
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Multicast RPF Table

By default, PIM and MSDP use inet.O for
RPF lookups

e Touse a dedicated RPF table

— populateinet.2

— configure PIM and MSDP touseinet.2
 RPF table contains only unicast routes

— Used for RPF checks for source or RP
address

— Never contains multicast groups!
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Create RIB Groups

 Create RIB groups, and put in static, connected and OSPF routes
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MBGP

By default, any routes with SAFI=2 will be
put intoinet.2

e Just need to configure the BGP sessions to
support multicast NLRI

 Can be applied to all peers, or individual
peers
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PIM and MSDP

 Finally, tell PIM and MSDP touse inet.2
when they do RPF checks
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Cisco | OS Multicast Reachability

e Unicast forwarding never uses the AF=Multicast
reachability topology

e PIM uses both the AF=Unicast and the
AF=Multicast topologies

— Use to see what’s really going on

— lets you see some
AF=Multicast routes
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Cisco | OS Multicast Reachability

 Distance-preferred |lookups (default)
— Every route has an “administrative distance”

— “Best match” istheroute with the lowest administrative
distance, regardless of Address Family

e Longest-prefix match (hidden command option)
— Top-level configuration:

— Best match isthe most specificroutein either the
AF=Multicast or AF=Unicast tables.

e Ties between AF=Multicast and AF=Unicast routes
— Broken in favor of the AF=Multicast route
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Cisco | OS Multicast Reachability

Example 1.

e 140.221.201.0/24 AF=Multicast AD=20
Ethernet 0/0
140.221.201.128/27 AF=Unicast AD=200
Ethernet 0/1
 Distance-Preferred Lookup of 140.221.201.129

— Administrative Distance of 20 dominates, so
will select Ethernet 0/0

e Longest-prefix Match Lookup of 140.221.201.129

— Longest prefix of /27 dominates, so
will select Ethernet 0/1
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Cisco | OS Multicast Reachability

Example 2:

«140.221.201.0/24 AF=Multicast AD=200
Ethernet 0/0

140.221.201.0/24 AF=Unicast AD=200
Serial 0/0

* Ties are broken in favor of the AF=Multicast route
— will select
Ethernet 0/0

Note that the default in IOSisto makethe
unicast AD and multicast AD equal, asin this
example.
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MBGP — Summary

e Solves part of inter-domain problem
— Can exchange unicast prefixes for multicast RPF checks
— Uses standard BGP configuration knobs

— Permits separate unicast and multicast topologies
If desired

e Still must use PIM to:
— Build distribution trees

— Actually forward multicast traffic
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Lab 4: MBGP & Inter-
domain SSM

INTERNET.  Engineering Workshops



|nter-domain ASM and MSDP

« A PIM domain isanetwork in which all routers use
the same RP for any given multicast group.

 Inter-domain SSM is easy. Because you know the IP
address of the source, you can issue PIM joins that
leave your PIM domain and travel hop by hop across
as many PIM domains as necessary.

* Inter-domain ASM requires another protocol:
Multicast Source Discovery Protocol (MSDP).
— Why? Because thereceiver isrestricted to sending only
(*,G) joinstoits RP. And its RP doesn’t know wherethe

source is, because the source is registered to a different

RP. MSDP is needed for the receiver's RP to find the
(S,G).

— Officially, MSDP is atemporary solution. We shall see.
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MSDP

« MSDP sets up peering between RPs in different
domains.

— RFC 3618

e These MSDP Peer RPs pass Source Active (SA)
messages for every (S,G) they know about.

e Thereceiver's RP thus knows about the source, and
can implement a direct (S,G) Join from the RP tothe
sour ce.

— This setsup an SPT tothe local RP.

— Then therouting can switch over toadirect SPT tothe
receiver in the usual fashion.

INTERNET.  Engineering Workshops

19



MSDP Operation — Flood & Join

* Flood

— SA (source active) packets periodically sent to MSDP
peers indicating:
e source address of active streams
e group address of active streams
e |P address of RP originating the SA

— RPs only originate SAs for your sources within your
domain

e Join
— Interested parties can send joins towards source
(this creates inter-domain shortest path trees)
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MSDP Source Active Messages

Initial SA message sent when source DR first registers

— May optionally encapsulate first data packet
e Supports SAP /SDR
— Should be treated as if it was a PIM register packet

Originating RP sends subsequent SA messages every 60
seconds, for as long as source remains active

Other MSDP peers don’t originate this SA but only
forward it if received

SA messages must be cached on router

— Recent change to Draft

— Reduces join latency for new group members that might join
— Prevents SA storm propagation
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MSDP Overview
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MSDP Overview
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MSDP Peers (inter-domain case)

« MSDP establishes a neighbor relationship between MSDP
peers
— Peers connect using TCP port 639
— Peers send keepalives every 60 secs (fixed)
— Peer connection reset after 75 seconds if no MSDP
packets or keepalives are recelved
« MSDP peers must have knowledge of multicast topology.
— May be an MBGP peer, a BGP peer or both
— Required for peer-RPF checking of the RP address in the
SA to prevent SA looping. Notethat thisisnot the same
thing as the multicast routing RPF check.
— Exception: BGP is unnecessary when peering with only
a single MSDP peer (default-peer)
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MSDP so far

Allows RPs to share information about which sources
In their domains are active sending.

Interconnects RPs (MSDP Peers) between domains,

using TCP connections to pass source active messages
(SAS).

SAs are Peer-RPF checked before accepting or
forwarding.

RPs may trigger (S,G) Joins on behalf of |ocal
receivers.

MSDP connections typically parallel MBGP
connections.

Next: Peer-RPF checking in detail. This is complex.
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MSDP RPF Rules

If any of the following tests pass, the SA Is
accepted. For any given (S,G), there can be one
or more accepted SAs in the SA cache.

1.
2.

The MSDP peer sending the SA isthe originating RP
The MSDP peer sending the SA isthe eBGP next hop for
the originating RP

The MSDP peer sending the SA isthe IBGP advertiser for
the originating RP

The MSDP peer sending the SA isin the same AS asthe
next hop for the originating RP

The MSDP peer sending the SA is statically configured to
be the RPF peer
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Recelving SA Messages

* RPF Check rule example cases
— Case 1: Sending MSDP Peer = iMBGP peer
— Case 2: Sending MSDP Peer = eMBGP peer
 |s best path to RP viathis MBGP peer?
— Case 3: Sending MSDP Peer '= BGP peer

* [sthe next ASin best path to RP = AS of the
sending MSDP peer?
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M SDP debug

 The only way to check why an MSDP SA is/isn’t
accepted istoturn on MSDP debug printout. If
you do this, watch out! Lots of messages will
follow! It may kill your router.

e See current MSDP Internet Draft for details.
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MSDP Application: Anycast-RP

MSDP used intra-domain to provide RP redundancy
Becoming best common practice for large networks
Specified in RFC 3446

Allows deployment of multiple RPs within a domain (for
the same group range)

Adding more RPs does not require changes to non-RP
routers

Sources and receivers use closest RP, as determined by
the IGP

RPs share information about sources via MSDP mesh

group
Note: MSDP peering uses normal address, not
Anycast-RP address

IN %HET Engineering Workshops



MSDP Application: Anycast-RP

Rules are fairly simple

— Have e-MSDP peers and i-MSDP peers, similar to BGP

|f a mesh group member originates a SA message

— Send to all i-MSDP peers and any e-MSDP peers

|f a mesh group member receives a SA message from an

I-MSDP peer

— Send to any e-MSDP peers

— DoNOT send to other i-MSDP peers

|f a mesh group member received a SA message from an

e-MSDP peer

— Check RPF — if passes, then

— Flood to all i-MSDP peers and any other e-MSDP
peers.
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